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Abstract

This report presents an empirical analysis of the Web3 security landscape over the four-
and-three-quarter-year period from 1 January 2022 to 30 September 2026. The dataset
combines 27,312 public audit findings produced by 22 independent security firms with 257
real-world exploit incidents documented by rekt.news, representing aggregate losses of
approximately US$9.69 billion.

We report three central findings. First, the distribution of audit findings — by severity,
category, and technology stack — is substantially stable across the observation window,
with the Critical-plus-High share remaining within a 15-17% band in every complete year.
Second, the categorical distribution of realised exploit losses does not correspond to the
categorical distribution of audit findings: private-key compromise, phishing, supply-chain
compromise, and social-engineering vectors account for approximately half of cumulative
losses yet represent a negligible share of published audit findings. Third, realised losses
exhibit extreme concentration: the eight largest incidents account for 44.1% of cumulative
dollar losses and the twenty largest for 66.3%, a distributional shape inconsistent with

Gaussian assumptions.

The first three quarters of 2026 follow the same pattern. The first quarter was the quietest
opening of any year in the window and was dominated by code-vector attacks. The second
quarter reverted to the familiar operational failure modes of private-key compromise and
bridge exploits. The third quarter continued the reversion: US$1.07 billion in losses across
twenty incidents, the costliest quarter since the first quarter of 2025. Two supply-chain
compromises (a centralised exchange and a hardware-wallet firmware build) and one
sidechain peg exploit account for 80% of the quarter’s losses. Nine months into 2026, the
year's losses already approach the full-year 2025 total.

Throughout, we adopt the analytical convention that audit outputs and exploit outputs
describe different populations and present the two datasets in parallel rather than as
directly comparable samples.
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1. Introduction

Empirical study of the Web3 security domain is hindered by the distributed and
heterogeneous nature of its evidentiary base. Audit reports are produced by dozens of firms,
in varying formats, published through both repository-based and web-native channels, and
they differ substantively in how findings are classified. Exploit data is similarly fragmented,
tracked primarily by a small number of journalistic and research publications, and subject
to disagreement about what should count as a distinct incident, how to value non-liquid

assets, and how to attribute root cause.

This report attempts a consolidated view across both sides of that evidentiary base over an
observation window of nearly five years. The motivating question is simple: across all public
audit output and all documented real-world incidents, do the patterns that auditors surface
correspond to the patterns that result in realised losses, and if not, in what ways do they
differ? The analysis is conducted at the aggregate level; no single audit report or exploit is

examined in isolation.
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2. Data and methodology

2.1 Audit findings dataset

The audit-findings dataset draws on two categories of source. The first is repository-based
publication by firms that maintain public GitHub archives of PDF audit reports. The second
is web-native publication through structured online channels, including vendor APIs,
content-management REST endpoints, and report portals. In total, the public output of 22
independent security firms is included, spanning both publication modes. Individual firms
are not identified in this report: the analysis is conducted strictly at the aggregate level, and
no firm-level results are reported.

For repository-based sources, the date on which a report was first committed to the
repository is used as the report’'s publication date. This avoids the bias introduced when the
existence of a report in a repository is conflated with its first publication; reports committed
prior to the observation window are excluded even if they remain in the repository.
Publication channels change over time: during the third quarter of 2026 one firm migrated
its report archive from a repository to a web portal, and the portal pages were captured in its
place. The panel of 22 firms is held constant across editions; firms whose output becomes
newly capturable are not added mid-series without a full historical backfill, so that quarterly
volume comparisons remain like-for-like.

2.2 Classification

Findings are assigned to a flat taxonomy of approximately twenty categories through a
three-stage procedure. The first stage applies title-level pattern matching to all findings.
The second stage applies extended-context reclassification to findings that did not match
in stage one. The third stage applies targeted large-language-model reclassification to
remaining Critical- and High-severity findings and to the residual '‘Other’ bucket. The 'Other’
rate on the full 27,312-finding dataset is 7.1%. Findings originating from web-native sources
classify more reliably than PDF-extracted findings because their presentation is already
machine-readable; PDF-extracted findings are noisier where titles are truncated or line-
broken during extraction, and extraction artefacts (severity-table rows, benchmark
appendices, boilerplate) are audited and removed before aggregation.
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2.3 Incident dataset

Incident-level data is sourced from rekt.news with the publisher’s explicit written
permission. Each incident is tagged with a date, an approximate loss amount in US dollars,
a chain, a protocol type, and a primary root cause. Loss amounts are used only where the
scraped value reasonably corresponds to the dollar value of assets actually stolen; entries
where the scraped amount clearly reflects total value locked or token market capitalisation
rather than an actual theft are excluded, or the loss is normalised with reference to the
published post-mortem. Where a chain-level rollback reversed the bulk of an exploit’'s
proceeds, the amount that left the chain before the halt is recorded. Retrospective "case
file” articles revisiting earlier incidents are excluded as editorial. Root-cause labels are
retained in our own taxonomy rather than the rekt.news free-text field, because the two use
different terminological conventions. The quality filter (a present, theft-consistent loss
amount, excluding rug-pulls and editorial entries) yields 257 incidents with aggregate
losses of US$9.69 billion.

2.4 Observation window

The window covers 1 January 2022 through 30 September 2026. The final nine months
represent a partial year and are labelled 2026* throughout. From this edition onward,
quarterly figures for 2026 use calendar-quarter boundaries; earlier editions cut the first and
second quarters at the data-collection boundaries (mid-March), so quarterly figures quoted
here differ slightly from those in the July 2026 edition. Year-over-year comparisons that
include 2026 are restricted to those where the partial-year nature does not materially bias
interpretation. Severity backfill lag — the empirical tendency of informational-severity
findings to appear in public archives later than higher-severity ones — is documented in
Section 4 and treated as a known source of apparent early-year skew.

2.5 Analytical caveat

Public audit findings and realised exploit incidents describe different populations. The audit
dataset enumerates vulnerabilities identified in code reviewed within a defined scope. The
incident dataset enumerates vulnerabilities actually exploited in deployed systems, which
may or may not have been audited. The two are presented in parallel to enable comparison
of categorical and temporal patterns, not to imply that either is a statistical sample of the
other. Dataset construction, filtering, and classification were performed with Al-assisted
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tooling under human editorial oversight; methodology, data-quality thresholds, and
interpretation were defined and validated by the author. Analytical code and intermediate

datasets are retained for reproducibility.
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3. Audit findings: overall distribution

3.1 Distribution by severity

Across the full dataset, 16.4% of findings are classified as Critical or High, comprising 1,516
Critical and 2,955 High findings. Medium-severity findings constitute 21.7%; Low-severity
38.0%; Informational 23.9%. The large share of Low and Informational findings is consistent
with industry practice, in which audit reports function as holistic code-quality assessments

rather than narrowly focused vulnerability enumerations.

Severity distribution, all findings 2022 - Q3 2026

Critical
5.6%
Informational ngho
23.9% Lo
27,312
findings Medium
21.7%
Low
38.0%

Figure 1. Distribution of severity classifications across all 27,312 findings in the observation window.

3.2 Distribution by vulnerability category

The table below reports the frequency of vulnerability categories. The four most frequent —
logic/business-logic, code quality, access control, and input validation — together account
for 48.9% of all findings. The distribution has a long tail: the named categories account for

92.9% of the dataset, with the remaining 7.1% in the '‘Other’ residual.

Three observations are worth noting. First, reentrancy — historically emblematic of smart-
contract vulnerability — accounts for only 2.0% of findings, indicating that auditors now
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surface this class substantially less frequently than in the mid-2010s. Second, logic and
business-logic errors constitute the single largest category, reflecting that many findings
concern protocol-specific invariant violations rather than named CWE patterns. Third,
oracle and price-manipulation findings account for only 4.1% of audit output but, as Section

6 reports, are associated with a substantially larger share of realised losses.

Logic Error / Business Logic 4,340 15.9
Code Quality 3,451 12.6
Access Control / Authorization 2,854 104
Input Validation 2,738 10.0
Initialization / Upgradeability 1,942 71
Other 1,932 74
Integer Overflow / Arithmetic 1,416 52
Oracle / Price Manipulation 1,122 41
Gas / Efficiency 1,087 4.0
Cross-chain / Bridge 1,045 3.8
Denial of Service 968 35
Signature / Replay Attack 902 3.3
Precision / Rounding Errors 612 22
Token Standard Compliance 603 22
Unchecked Return Values 586 21
Reentrancy 534 2.0

3.3 Distribution by technology stack

Solidity and EVM-compatible chains generate between 77% and 82% of findings in every

year. The residual 18-23% is distributed across a changing composition of non-EVM
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stacks. Rust/Solana rises from approximately 3% in 2023 to a pronounced peak of 11% in
2025 before retreating to 3% in 2026. TON/FunC stabilises at 3—-5% from 2023 onward
before receding in 2026. CosmWasm and Cosmos SDK combined range between 1% and
5%, with Cosmos SDK most visible in 2024 as chain-module audits entered public
circulation. Move-based ecosystems (Aptos, Sui) constitute a smaller but persistent
segment, and Cairo/StarkNet appears in the record in 2026. The 2026 rise in the multi-
chain and off-chain residual reflects web-native sources publishing reviews of exchange
back-ends and non-contract codebases alongside smart-contract audits.

Solidity/EVM share Non-EVM composition
100 T
20.0 Il Rust/Solana
82% 82% . TON/FunC
80% 80% 77% 17.5 BN CosmWasm
80 ."____.-\./. e

8 % 15.0 1
= =
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= c 10.0
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S 407 =

o © 751
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0 T T T T T 0.0 -
2022 2023 2024 2025 2026* 2022 2023 2024 2025 2026*

Figure 2. Distribution of audit findings across technology stacks, as percentage of annual findings.
Left: dominant EVM share. Right: composition of the non-EVM tail.
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4. Temporal evolution, 2022 - Q3 2026

4.1 Volume and severity

Published audit volume nearly tripled between 2022 and 2024, rising from 2,526 findings to
7,454. Volume retreated to 6,907 in 2025 and stands at 5,722 findings for the first three
quarters of 2026, an annualised pace of roughly 7,600 — above both the 2025 total and the
2024 peak. Growth from 2022 through 2024 reflects, in substantial part, the entry of new
firms into public-report publication (twelve firms in 2022, nineteen in 2024) rather than
increased identification rates per report. The 2026 pace is driven by web-native sources
releasing large report batches rather than by growth in the repository-based channel.

Annual audit-finding volume

7,454
I Critical + High 6.907

7000 - Other severities :

6000 - 5,722
&
2 5000 - 4,703
©
=
o 4000 -
o)
<
@
.g 3000 2,526
.

2000 -

2022 2023 2024 2025 2026*

Figure 3. Annual count of published findings, decomposed into Critical+High versus all other
severities.

The Critical-plus-High share is remarkably stable across complete years: 22.7% in 2022,
16.8% in 2023,16.2% in 2024, and 15.6% in 2025. The 2026 nine-month reading of 14.3% sits
just below the recent band, and its three quarters diverge sharply: the first quarter ran at
19.6%, the second at 11.3%, and the third at 10.2%. The first-quarter figure reflects severity
backfill lag (Informational and Low findings reach public archives more slowly); the second-
and third-quarter figures reflect the composition of publication, in which web-native

Oak Security GmbH | The Audit Gap in Blockchain Security Page 12 of 35



Oak Security Research Report | Public

sources with a high Informational share released large batches. The quarterly share should
therefore be read as a publication-mix signal rather than as evidence that auditors are
finding fewer serious issues. Over the four complete years, the Critical-plus-High share is

essentially flat.

Critical-plus-High share per year

22.7%

20 T
2022-2025 mean 17.8%

15

10

% Critical + High

2022 2023 2024 2025 2026*

Figure 4. Share of Critical+High findings per year, with the 2022-2025 mean for reference.

4.2 Category evolution

The categorical composition exhibits several distinct movements within an otherwise stable
overall distribution. The share of logic and business-logic findings declined from
approximately 18% in 2022 to approximately 13% in 2025; a substantial portion of this
decline is reclassification-driven, as the pipeline routes findings that earlier datasets
captured under a broad 'logic’ label into more specific categories. In 2026 the category has
rebounded to 19% of output, led by the third quarter’'s 26%, as several large web-native
batches concentrated on protocol-specific accounting and state-transition defects. The
share of initialisation and upgradeability findings rose from approximately 4% in 2022 to
approximately 11% in 2025, consistent with the industry-wide shift from monolithic contract
architectures to proxy-upgradeable patterns and the vulnerability classes associated with
initialisation, admin-role management, and storage-slot collisions. The share of oracle and
price-manipulation findings roughly doubled, from approximately 3% to 5%. The share of
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signature and replay findings rose from 2.6% to 4.8%, a movement plausibly attributable to
post-Bybit reassessment of multi-signature approval flows. Reentrancy continues its long
decline.

Category share movement, 2022 (1] 2025

Logic Error 18%
18
16 -
14
13%
12 1

10

5%
4 -
Oracle 3%

2022 2025

% of annual findings

Figure 5. Movement in the share of audit findings for four categories between 2022 and 2025.

4.3 Stability alongside movement

Against the categorical drift documented above, three features of the dataset are essentially
unchanged over the complete four-year period: the Critical-plus-High share (within a 15—
17% band since 2023); the identity of the top five categories (logic, code quality, access
control, input validation, and initialisation, with some reordering); and the dominance of
Solidity/EVM (77-82% of annual findings). The audit picture does not reconfigure itself
year-over-year; it is stable at a level consistent with an industry that has developed its
review practices to address a known set of recurring failure modes.

4.4 Technology-stack shifts

The table below presents the year-over-year evolution of the technology-stack distribution.
The EVM share is stable; the composition of the non-EVM tail is not. The 2025 Rust/Solana
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peak (11.2%) coincides with a renewed phase of Solana DeFi activity and receded in 2026.

The Move ecosystem holds a small but persistent share.

Solidity / EVM 80% 82% 80% 7% 82%
Rust / Solana 4% 3% 3% 1% 3%
TON / FunC 4% 4% 5% 5% 2%
CosmWasm 4% 4% 2% 1% 1%
C SDK

osmos 0% 2% 3% 1% 0%
(Go)
Move (Aptos /

ove (Ap 0% 1% 1% 3% 2%
Sui)
Other / multi-

) 7% 5% 7% 1% 9%

chain
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5. Real-world exploit incidents

Over the window, the rekt.news archive documents 257 incidents meeting the quality filters
of Section 2, with aggregate losses of approximately US$9.69 billion. Losses are volatile
year-over-year because single large events dominate annual totals: 2022 is influenced
heavily by the Ronin Network exploit (US$624M); 2025 by the Bybit multi-signature phishing
incident (US$1.43B); 2026 by the Bitget supply-chain compromise (US$388M), the Liquid
Network peg exploit (US$320M), and the KelpDAO bridge exploit (US$290M). Nine months
into 2026, the year's losses (US$2.06B) already approach the full-year 2025 total.

Exploit incidents and aggregate losses

3.0
- 58
2.5 1
o - 56
)
%2.0‘ - 54
[2]
: ;
8 151 r52 ©
) 2
> - 50 -
(]
5 1.0 7
(@)]
< - 48
0.5
46
0.0 - i I T T ;

2022 2023 2024 2025 2026*

Figure 6. Documented exploit incidents (line, right axis) and aggregate annual losses (bars, left
axis), 2022 - Q3 2026.

m Total losses Audited Audited losses

2022 USs$2.91B = US$1.41B
2023 53 US$1.28B 37 =~ US$901M
2024 45 US$1.08B 23 = US$349M
2025 59 US$2.36B 17 =~ US$1.60B
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2026* 54 US$2.06B 37 = US$1.70B

Full window 257 US$9.69B 137 = US$5.96B

5.1 Root-cause distribution

The table below reports the distribution of aggregate losses by root cause, ordered by total
dollar impact. Three categories dominate. Private-key compromise alone accounts for
US$2,330M (24.0% of cumulative losses). Phishing and social engineering account for
US$1,511M (15.6%). Bridge exploits account for US$1,265M (13.1%). Together these three
represent 52.7% of aggregate realised losses. Private-key compromise combines the
highest incidence count (53) with a high mean loss (US$44M) to produce the largest
aggregate. Phishing and social-engineering incidents are few (12) but exhibit the second-
highest mean loss (xUS$126M), disproportionately influenced by the single Bybit event.
Supply-chain compromise, with ten incidents, has moved into the top five on the strength of
the two third-quarter 2026 events. Bridge exploits and signature/replay attacks exhibit the
highest mean per-incident losses of any category: the twelve bridge events average
US$105M each, and the four signature-replay events average US$132M.

Root cause m Total losses % losses Mean/ incident

Private Key

US$2,330M 4.0 UsS$44.0M
Compromise
Phishing / Social
. g, 12 US$1,511M 15.6 US$125.9M
Engineering
Bridge Exploit 12 US$1,265M 131 US$105.4M
Access Control 32 US$1,006M 10.4 US$31.4M
Supply Chain /
bPYY 10 US$856M 838 US$85.6M
Dependency
Oracle / Price
: ) 47 US$705M 7.3 US$15.0M
Manipulation
Signature /
'gnatu 4 US$527M 5.4 US$131.8M
Replay Attack
Integer Overflow / 11 US$358M 3.7 US$32.5M
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6. Divergence between audit output
and exploit activity

The central empirical finding is that the categorical distribution of published audit findings
does not correspond to the categorical distribution of realised exploit losses.

Audit findings by category (% of count) Exploit losses by root cause (% of US$)

Logic Error / Business Logic Private Key Compromise -

Code Quality Phishing / Social Engineering
Access Control / Authorization Bridge Exploit
Input Validation Access Control
Initialization / Upgradeability Supply Chain / Dependency Attack
Integer Overflow / Arithmetic Oracle / Price Manipulation
Oracle / Price Manipulation Integer Overflow / Arithmetic -

Gas / Efficiency Logic Error / Business Logic

Reentrancy -.

Governance Attack '.

Cross-chain / Bridge

Denial of Service

o
(&)
-
o
-
o
Q
o
-
o
=
(&)
N
o
N
o

Figure 7. Left: audit findings by category (% of count, 2022 - @3 2026). Right: realised exploit losses
by root cause (% of US$). Human-vector root causes on the right panel are outlined.

6.1 Observed misalignment

Of the most frequent audit categories and the largest exploit-loss root causes, access
control is the only category appearing in the top four on both sides. The remaining top-four
audit categories — logic errors, code quality, and input validation — together account for
38.5% of audit output but under 4% of realised dollar losses. Conversely, private-key
compromise, phishing and social engineering, and supply-chain dependency attacks
together account for approximately 48% of realised losses but constitute a negligible share
of audit findings.

Rank by audit frequency Rank by exploit losses

1. Logic Error / Business Logic (15.9%) 1. Private Key Compromise (US$2.33B)

2. Code Quality (12.6%) 2. Phishing / Social Engineering (US$1.51B)
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3. Access Control / Authorization (10.4%) 3. Bridge Exploit (US$1.27B)

4. Input Validation (10.0%) 4. Access Control (US$1.01B)

5. Initialization / Upgradeability (7.1%) 5. Supply Chain / Dependency (US$856M)
6. Integer Overflow / Arithmetic (5.2%) 6. Oracle / Price Manipulation (US$705M)
7.Oracle / Price Manipulation (4.1%) 7. Signature / Replay Attack (US$527M)

8. Gas / Efficiency (4.0%) 8. Integer Overflow / Arithmetic (US$358M)
9. Cross-chain / Bridge (3.8%) 9. Logic Error / Business Logic (US$329M)
10. Denial of Service (3.5%) 10. Flash Loan (US$266M)

6.2 Interpretation

The misalignment admits a specific interpretation. A conventional smart-contract audit
reviews the source code of a defined commit against a defined scope. It does not review the
deployment environment, signer key-management practices, the continuous-integration
pipeling, front-end hosting infrastructure, firmware build processes, or the supply chain of
third-party dependencies. The categories that audits surface are therefore, by construction,
those visible in source code under review. The categories that drive realised losses include
several classes of attack — principally operational-security failures and human-facing
manipulation — that are not visible in source code, whether because they do not exist there
(key theft, phishing) or because they arise in artefacts outside the audited scope (supply-
chain compromise, governance-vote manipulation after a discrete contract has been
audited).

This should not be read as a claim that audits are ineffective. The relevant conclusion is
more specific: the effective scope of a conventional audit is narrower than the risk surface
that the word "security’ is implicitly taken to cover in the Web3 context. Access control is the
exception that illustrates the rule, because it sits at the interface between source code and
operational reality, and is therefore the one category where a static code review and a

deployed-system attack can meaningfully meet.
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7. The prominence of human-vector
attacks

We classify four root-cause categories as human-vector: private-key compromise, phishing
and social engineering, supply-chain or dependency compromise, and governance attack.
The defining feature common to this grouping is that the proximate cause of the realised
loss sits outside the static source code of the affected protocol — whether at the
operational-security layer (keys, signer workflows), the distribution layer (front-ends, build
artefacts, firmware, third-party packages), or the governance layer (vote mechanisms
operating after deployment).

7.1 Temporal pattern

Human-vector attacks accounted for the majority of annual losses in each of 2023, 2024,
and 2025, with loss shares of 65.6%, 74.6%, and 70.8% respectively. The 2022 pattern is the
exception: that year's losses concentrated in a small number of large bridge exploits whose
root causes were either contract-level or signature-level rather than operational. The 2026
nine-month figure is 54.0% — pulled down by a quiet, code-vector-dominated first quarter
and pulled back up by second and third quarters in which key compromise, bridge-

operator compromise, and supply-chain events drove the majority of losses.

1 239 17.3

2022 46 US$503M

2023 53 19 35.8 us$838M 65.6
2024 45 17 37.8 US$809M 74.6
2025 59 19 322 US$1,670M 70.8
2026* 54 16 29.6 US$1,111M 54.0
Full window 257 82 319 US$4,930M 50.9
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Human-vector attacks: share of annual losses and incidents

% of losses

|
70 7 % of incidents
60 7
50 7
X 407
30 7
207
107
0- y : v T \

2022 2023 2024 2025 2026*

Figure 8. Share of annual losses and of incident counts attributable to human-vector root causes.

7.2 lllustrative incidents

A small number of large incidents define the human-vector pattern. Bybit (February 2025,
US$1.43B): a multi-signature approval workflow was compromised through targeted
phishing; signers approved a disguised upgrade of the cold-wallet contract. The underlying
contract had been audited; the approval interface had not. This remains the largest single
cryptocurrency theft to date and accounts for 14.8% of cumulative losses in the window.
DMM Bitcoin (May 2024, US$304M): private keys stolen, no audit-visible code defect.
WazirX (July 2024, US$235M): multi-signature workflow compromise. Mixin Network
(September 2023, US$200M): supply-chain compromise of cloud-hosted database
credentials. Ronin Network (March 2022, US$624M): validator-key compromise of five of
nine validators. The first half of 2026 added Drift Protocol (April, US$200M) and Humanity
Protocol (June, US$170M), both private-key compromises at audited protocols. The third
quarter added two supply-chain entries of a kind the canon had not previously featured at
this scale: Bitget (September 2026, US$388M), a centralised exchange drained across four
chains through a zero-day in a third-party security product that granted transfer
authorisation without any key compromise; and Cold Card (August 2026, US$145M), a
hardware-wallet firmware build in which the hardware random-number generator had been
replaced by a predictable source, rendering user keys derivable.
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7.3 The audited-but-exploited pattern

Of the 257 incidents, 137 (53%) affected protocols that had received at least one public audit
prior to the event. These account for approximately US$5.96B of the US$9.69B aggregate,
or roughly 61% of cumulative losses. Of the largest such incidents, the substantial majority
fall into root-cause categories outside the conventional smart-contract audit scope:
phishing, private-key compromise, signature replay against infrastructure rather than the
audited contract, supply-chain compromise, or governance-mechanism manipulation. The
remainder are cases where the audit-scope root cause was real but the affected version
was either post-audit, outside the explicit scope, or arose in a path not fully enumerated

during review.
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8. Supplementary findings

8.1 Concentration of losses

Aggregate losses exhibit a steeply concentrated distribution. The single largest incident
(Bybit) alone accounts for 14.8% of cumulative losses. The eight largest account for 44.1%;
the twenty largest for 66.3%. The remaining 237 incidents — 92% of the count — together
account for roughly a third of cumulative losses. Two third-quarter 2026 incidents, Bitget
and Liquid Network, entered the all-time top ten on arrival, at fourth and sixth place. The
distributional shape is inconsistent with an assumption of approximately Gaussian losses;
risk models assuming Gaussianity will systematically underestimate annual worst-case

outcomes.
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Figure 9. Cumulative share of aggregate losses as a function of incident rank.

8.2 Chain concentration

Incident activity is concentrated by chain to an even greater degree than by root cause.
Ethereum and BNB Chain together host 83% of all incidents (213 of 257) and 82% of all
losses (US$7.96B of US$9.69B). Both shares are lower than in the July 2026 edition (88%
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and 92%), and the drop is the third quarter's doing: none of the quarter’s three largest losses
occurred on either chain. The pattern admits two interpretations: either chains outside the
top two have held up well under adversarial pressure, or most do not yet host sufficient total
value locked to justify large-scale attacker investment, and incident concentration will
broaden as they grow. The 2025 Cetus exploit on Sui (US$223M) was the first substantive
indication that the second interpretation is in part correct. The 2026 record reinforces it: the
second quarter’s incidents touched nine chains, and the third quarter’'s twenty incidents
were spread across eleven — Ethereum, Cosmos-ecosystem chains (five incidents),
Arbitrum, Solana, Bitcoin, the Liquid sidechain, Cronos, Hedera, Starknet, Harmony, and

multi-chain exchange infrastructure — the broadest chain spread of any window in the

dataset.
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Figure 10. Incidents and losses by chain (BNB Chain aggregates BSC and BNB Beacon Chain).

8.3 Distributional shape by root cause

Because the loss distribution is heavy-tailed, mean per-incident values are unreliable
summary statistics for categories that include one or more catastrophic events. The mean
phishing incident is US$126M; the median is US$6.5M, a ratio of approximately 19. The
mean bridge exploit is US$105M; the median is US$6.1M, a ratio of approximately 17. Even
private-key compromise, the most uniformly large human-vector category, exhibits a mean-
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to-median ratio of approximately 5. The practical implication is that planning against a
category of attack should be conducted against the tail of the distribution rather than its

mean.

Mean versus median loss per incident
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Figure 11. Mean versus median loss per incident, for three root causes.

8.4 Protocol-type concentration of losses

Centralised exchanges and bridges together account for approximately 57% of cumulative
losses across 23% of incidents. Lending, the most numerous protocol type by incident
count, accounts for under 8% of cumulative losses. Protocol type thus functions as a
stronger predictor of tail-loss exposure than the specific vulnerability class most commonly
associated with that type. Wallet and custody infrastructure, a small category by count, now
carries a mean loss above US$60M per incident after the Cold Card firmware compromise.

. Typical failure
Protocol type Total losses Mean / incident yp

mode

Bridge exploit,

Bridge 33 US$2,838M US$86.0M )
key compromise

CEX (centralised _
( 26 US$2,673M US$102.8M NG Cm IR
exchange) phishing, supply

Oak Security GmbH | The Audit Gap in Blockchain Security Page 26 of 35



Oak Security Research Report | Public

chain
Oracle
Lending 52 US$760M US$14.6M manipulation,

logic

Arithmetic, oracle,

DEX 32 us$621M uUs$19.4M
reentrancy
Key compromise,
Wallet / custody 9 US$553M uUs$61.4M firmware supply
chain
o Key compromise,
Derivatives 14 US$531M US$37.9M paamly
oracle
. . Bridge exposure,
Yield / staking 16 US$430M US$26.9M .
logic, governance
Other DeFi 34 us$476M US$14.0M Mixed

8.5 The audit-coverage paradox, reconsidered

A naive reading of the annual table — 53% of incidents affected audited protocols,
accounting for 61% of losses — might support the conclusion that audits do not reduce
realised losses. The data does not support that conclusion. The majority of audited-but-
exploited incidents have root causes outside the audited scope, as Section 7 documents. A
more accurate reading is that audits are narrowly effective but broadly incomplete relative
to the risk surface they are often implicitly relied upon to defend. The category of protocol
whose failure mode is primarily operational — custodians, bridges, exchanges — is the
same category for which a static contract review provides the least defensive coverage and
for which complementary operational-security engagements are most impactful on the loss
distribution.
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9. State of the ecosystem, first three
quarters of 2026

The 2026 record so far consists of three quarters that differ sharply in composition, and the
sequence is the most instructive single observation in this update. The first quarter
resembled a regime change. The second quarter showed that it was not one. The third
quarter showed the established regime operating at full scale.

Q12026 - 16 incidents, US$136M Q22026 - 18 incidents, US$854M Q32026 - 20 incidents, US$1,066M
E 1inc E 2inc
Integer Overflow / Arithmetic: —_1 inc Integer Overflow / Arithmetic: -. 4inc
Supply Chain / Dependency Attack | 1inc
Logic Erfor / Business Logic 7-3 inc Private Key Compromise 7.3 ino
Logic Error / Business Logic —Iz ing
Access Control -I 2ine
Private Key Compromise 1inc Governance Attack il 2 inc
s Smart Contract Bug (Unspecified) § 1inc
Reentrancy fl 1ine mait Contraot Bug (nspeoiiec) I Logic Ertor / Business Logic fI ine
Supply Chain / Dependency Attack il 1 inc Signature / Replay Attack 1 inc Signature / Replay Attack _I1 inc
0 20 40 0 100 200 300 400 0 200 400
Losses (US$M) Losses (US$M) Losses (US$M)

Figure 12. Incident losses by root cause in the three 2026 calendar quarters. Human-vector root
causes are outlined. Note the differing x-axis scales.

9.1 The first quarter: an apparent rotation

The opening quarter was the quietest of any year in the observation record: sixteen
incidents, US$136 million in aggregate losses, no single event above US$28 million. Its
composition was equally unusual. Oracle and price-manipulation attacks led both count
and losses; only three incidents involved human-vector root causes, and the human-vector
loss share fell to 24.9%, against 70.8% for full-year 2025. The April 2026 edition of this report
recorded the possibility of a durable rotation in attacker attention toward code-vector
targets, and counselled that the observed retreat was more likely noise than signal.

9.2 The second quarter: reversion

The second quarter settled the question. Eighteen incidents produced approximately
US$854 million in losses — a six-fold increase on the opening quarter and a quarterly pace
consistent with the 2022-2025 average. The composition reverted to form. Private-key
compromise returned as the largest loss category (five incidents, ~<US$387M), led by Drift
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Protocol (US$200M, Solana) and Humanity Protocol (US$170M). Bridge exploits were the
most frequent serious category (six incidents, x=US$344M), led by the KelpDAO restaking
bridge event (US$290M). A single supply-chain compromise (Resolv Labs, US$80M)
rounded out the human-vector share, which recovered to 54.6% of second-quarter losses.

9.3 The third quarter: the pattern at scale

The third quarter extended the reversion. Twenty incidents produced approximately
US$1,066 million in losses, 25% more than the second quarter and the costliest quarter
since the Bybit quarter of early 2025. Human-vector root causes accounted for seven
incidents and 57.2% of losses, the third consecutive quarterly increase in that share. The
composition, however, differed from the second quarter’s. Key custody and bridge
operators were not the main channel; the supply chain was.

Two supply-chain compromises accounted for half of the quarter’s losses. Bitget (30
September, US$388M) was drained across Ethereum, XRP, Zcash, and TRON through a
zero-day in a third-party security product that granted transfer authorisation without any key
being compromised; the exchange’s custody controls were bypassed by software it had
procured to enforce them. Cold Card (13 August, US$145M) was a hardware-wallet firmware
build in which the hardware random-number generator had been replaced with a
predictable source; users who generated keys on the affected firmware had their funds
swept once the weakness became known. Neither event has an audit-visible root cause.
The first resides in a vendor’s product, the second in a build pipeline.

The quarter’'s second-largest category was bridge exploits, almost entirely Liquid Network
(16 September, US$320M), the Bitcoin sidechain, where a flaw in the caching of range-proof
verification permitted unbacked L-BTC issuance and a peg-out of approximately 4,000
BTC. Roughly 3,400 BTC were subsequently returned; consistent with the dataset’s
convention of recording gross theft, the full amount is retained. The quarter’s remaining
human-vector events were smaller and of familiar kinds: three private-key compromises
(AFX Trade’s Arbitrum bridge, US$24M, via five compromised validator keys;
SingularityNET’s converter bridge, US$17M, via a cloud breach that exposed an authoriser
key; Coinsbuy, US$8M) and two governance attacks (BonkDAO, US$20M, a treasury
drained after the attacker bought enough governance tokens to reach quorum; Term Labs,
us$8.5M).
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The code-vector side of the quarter contained one new pattern. Four Cosmos-ecosystem
chains (MANTRA, TAC, KiiChain, and Nesa) were exploited through the same unsigned-
integer underflow in a shared upstream EVM-compatibility module, for a combined US$71
million at nominal token prices. A single dependency-level defect produced four
independent chain-level incidents within one quarter, the first such cluster in the dataset.
The remaining code-vector incidents were oracle manipulations (Ostium, US$24M, via
future-dated authorised price reports; Tectonic on Cronos, where US$120 million was
borrowed against a pumped collateral token in eleven minutes before the chain was halted
and rolled back, leaving US$9 million that had already left the chain; Nostra on Starknet,
US$3.5M), a signature-verification flaw (Bonzo Finance on Hedera, US$9M, where a verifier
accepted zeroed signatures), and three logic errors.

Three structural observations attach to the quarter. First, fourteen of the twenty affected
protocols had received at least one public audit; the quarter’s losses were again realised
overwhelmingly through vectors a contract audit does not cover, and the two largest
through vendor software and firmware builds, which sit a further step removed from the
protocol’s own code than key custody does. Second, the incidents were spread across
eleven chains, and none of the three largest occurred on Ethereum or BNB Chain; the top-
two chain share of cumulative losses fell from 92% to 82% in a single quarter. Third, the
Cosmos EVM cluster shows that dependency risk is not confined to human-vector attacks:
shared upstream code propagates code-vector bugs across chains in the same way that
shared vendors propagate operational compromise across custodians.
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Figure 13. Quarterly exploit losses (left; human-vector share highlighted) and published audit-
finding volume (right), Q12025 - Q3 2026.

9.4 Audit-side signals during the same period

Audit output in the first three quarters totalled 5,722 findings from 18 firms, an annualised
pace above both the 2025 total and the 2024 peak; the 2025 contraction in public audit
output has reversed. The third quarter contributed 1,606 findings from 14 firms, the lowest
quarterly count of the year, with the mix shifting toward web-native sources: one firm
migrated its report archive from a public repository to a web portal during the quarter, and
several repository-based firms published little. The quarter’s Critical-plus-High share of
10.2% is the lowest quarterly reading in the dataset, a composition effect of large
Informational-heavy batches rather than a change in what auditors find. Logic and
business-logic findings reached 26% of third-quarter output, their highest quarterly share,
and access-control findings 15%. The first-quarter signature/replay spike (8.3%, roughly
double the 2025 share, read in the April edition as post-Bybit reassessment of approval
workflows) moderated to 4.2% by the third quarter; cross-chain and bridge findings, which
rose to 5.8% in the second quarter as bridge exploits led the incident count, fell back to 3.5%
in the third. On this evidence the audit industry’s attention tracks the incident record with a
lag of roughly one to two quarters. The third quarter’'s dominant loss vectors, vendor
software and firmware supply chains, are not categories a contract audit can be expected to
track at all.

9.5 Ecosystem reading as of October 2026

The nine-month record strengthens the report’'s central claims. The audit-finding
distribution remains stable. The realised-loss distribution remains dominated, in dollar
terms, by operational failure modes outside conventional audit scope, and the third quarter
widened that set from key custody and bridge operation to vendor software and firmware
build pipelines. The first quarter showed how quickly a short quiet window can suggest a
regime change; the second and third quarters showed why the structural view should
prevail. The drivers of the human-vector pattern — centralised custody concentrations,
multi-signature approval interfaces, cross-chain liquidity pooled behind bridge contracts,
and dependency-heavy build and vendor pipelines — were unchanged throughout, and the
loss record returned to them as soon as attacker activity resumed its normal cadence. With
one quarter remaining, 2026 is on course to be the second-costliest year in the window.
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10. Conclusion

The analysis supports five empirical claims across the observation window. (1) The
distribution of public audit findings is substantively stable: the Critical-plus-High share has
remained within a narrow band, and the identity of the five most frequent categories has not
changed; drift is present at the individual-category level — most notably the rise of
initialisation, oracle, and signature findings, and the decline of reentrancy — but the overall
distribution does not exhibit regime change. (2) The distribution of realised exploit losses
has shifted substantially across the window: from 2023 onwards, human-vector attacks
account for the majority of annual losses, and the second and third quarters of 2026 re-
confirmed the pattern after a brief first-quarter retreat, with supply-chain compromise
joining key custody and bridge operation as a first-order loss driver. (3) Audit output and
realised exploit output describe different populations whose categorical distributions do not
correspond; access control is the only category in the top four of both. (4) The distribution of
realised losses is heavy-tailed: eight incidents account for 44.1% of cumulative losses and
twenty for 66.3%; chain-level and protocol-type concentration reinforces the tail
dependence, and security programmes designed against mean outcomes systematically
under-provision against tail outcomes. (5) Solidity and EVM remain the dominant stack
throughout, but the long tail of non-EVM stacks is present and growing — and the incident

record is broadening across chains faster than the audit record is.

The overall picture does not support a claim that the ecosystem has become more or less
secure in any simple sense. The code-review problem, as surfaced by public audit output, is
approximately where it was in 2022. The operational-security problem, as surfaced by the
incident record, grew substantially through 2023-2025 and reasserted itself through the
second and third quarters of 2026 after a brief lull. The data supports a portfolio view of
Web3 security practice in which code review and operational-security engagements are
treated as complementary rather than substitutable: audits for the bugs that exist in the
code as written, and parallel assessments — of key management, signer workflows, build-
pipeline hardening, vendor and firmware integrity, and dependency supply chain — for the
categories that drive the empirically larger share of realised losses.
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License and rights

Incident-level metadata is licensed from rekt.news under explicit written permission for the
factual fields used here (dates, loss amounts, chain, protocol, and root-cause classification);
no article text is reproduced. All rekt.news content remains the copyright of Rekt News (EU
trademark registration 018857408).

Permitted uses

Quotation and citation of aggregate statistics with attribution to Oak Security. Reproduction
of figures with attribution and without modification.

Terms

This report is provided for informational purposes. It does not constitute security advice for
any specific system, and no warranty is made as to the completeness of the underlying

public record.

Notices

Analytical code and intermediate datasets are retained by Oak Security and available on

request.
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